ulgurguazuulIlun lun1sineinuluaslaannenua SEUmA
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@il o ulguiemsiimsianmamingausmuneluladansaume ®0
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dudl o ulsuigmsmuaumsthdsssuumalladansaume om
dufl & WleviemsinuneusiuacasnienisnenInLaanmLIndoN ey
dil @ ulsnenmsinwarusiuasasafovesszuuiaietiodoas <o
duil » ulsuemsinwanuliasasasslunsufiRnusumeluladansaumea s
ddl o ulenenmsdavuagmsiannssuumeluladasaumne &
dil < wlenemsudmsdanmamanisaiinUnfasdgmiumaluladansauma &o
ddl « Wlenemsdavihunugnidusnumeluladansaumne &n
d1uil oo Wlovimsumsiamsgliuinsanouen &
@il oo Weviemstestulusunsuliivsyasda &
dfl ol Weniemsinmanusiuasasnsioivlsduaznsldmmduneside 50
Al om ulsuremsinmnanuvasnsdslugunsalildufiRanu ol
duil o Wlsuisnsuimsinnismsiisiadeyaansaumnea o
@il o ulsuignisldnarinness be
dufl oo ulsuiemsuimsianiseudssiumiuiunsasa foansaume o
duil oo Wlovigulovismsimuaniinfirnusuinseuvesuiinnu o)
@il o Wenisulsuigmsufiaamdermuamsinungrneuazunasiny
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29ANITAATN NFENTNNMIALNY

(Information Security Policy)

%

0. INQUILAIALAZVIULYA
iiglviszuuansaumavosesdnismatn nsznsaumalng Wuldegrumngay fuseavsam
finuiursUaendonazaunsadniuauldosoios mmﬁy’aﬂaqﬁuﬁmmﬁma%Lﬁﬂsﬁumﬂmﬂ%ﬂm
sruvansaumaludnungilignieauaznisgnanamaindesieg deenaneliiAnauideviounesdnis
wagnihseuludsta Snvadunisdidununumszasnguinifuuandninueivagisnislunis
§IN3IUNeBIENNTOTNANIATT WA, beas 11M91 € MIBUVBIST dosdniuwiulsuiswazkuUiuRly
mMssnwrnuiuasaendoiiuaisaumea dWelinsandunuleg fe3snmnddnvsefindfunieny
vesigvitelasmisrvesiiinuiunsasnsouazidetiold ssdnsiaiuaumsimuaulouionsine
ausfunslaenfoduarsaumaliiuinigiu (Standard) wurUFUR (Guideline) unauyFiid
(Procedure) AsaUARuAMUNISIWIAIEuATasafuszuy alulafasaumenazdestusoanaiuiieg
Tneiiinguszasd fail
.0 LWoliAnAudeiuuazdnnuiunsaensslunisldinussuansauma vioiTode
AOUNIABSVRIBIANTS i lra L liuulaegaliuseavEn Az Ussansua
oo titmeunslimdnaumnszsuluesdmsidsunsuuasninaumnaudesiiot fomm
ulneilegnansinsn
oo LiledmuANIMIFIY LU SURTRIUIINT wiinau douastuuuazyananisueniiuidinu
Tfuasdnamsenindsanudfgresnissnmanuiuaiasadelunmsidnussuunelulad
g13aumAYRIRIANITAnsuNIIALiuIuLaz U URnueE19ATIASH
0.€ MUUARNUTURATOU NTElTTUUABNTILARSTTBY AN TAUMALARAIUES MY YiSe JunT1Y
1o 9 uAssdmsvseduilsila suilomnanmnuunnses avias viodilumsuftRmuuloviouas
LU foalunisinuimiuiuasasadediuaisauina ivualiguinisedugegn 1y
fsufinveusionuidss auidene viodunsiefiiniy
o.¢ fmualiiinisnsmadeuiagtsnifiuaudssiuasauaiioafatufussuvasaumedag o
ns
o5 Myualitheanudssiidunslunmanneseulazseiiuamundes Welvimisaulinsis
sefumNIdDY WagszduauiunsUaensuansaumne
o0 Ulsviwidoaimsdniiunisanadey Ysaiu nuniusalsnewesteufjifnusesng o
pdastet
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. 99AUsTNaUVBIUlEUIY
Aty
d i o Weuienisuimsdanimingauiumeluladansauwme
(IT asset management)
il b ulsuemsinneasiuasasafovestoyaasaume
(Data and Information security)
ddl o wleviemsmuauminfeszuumeluladasaumne
(Access control)
dufl @ Weuensshwanutuaiasndeonianien muazanInwadeu
(Physical and environmental security)
dwit @ ulsvensShwanusiunasndevesssuunietisdeas
(Communications security)
gl o ulsuismsinnanuiaaaeadelunsufoRnudumeluladansauma
(IT operations security)
dd o Wevisnmsdmmuaznmsiamnsyuumaluladasaumne
(System acquisition and development)
@il < Wlenemsudmsdansimmsalfiaunfuastgmiumeluladansaume
(IT incident and problem management)
dil @ wlenemsdavihunugnidusnumeluladasaumne
(IT Contingency Plan)
d1uil oo Wlovigmsumsinmsglvuimsansuen
(Third party management)
@il oo Weuisnstesiulusunsulivssasda
(Malicious Software Prevention)
d il ol Weuismssnwmuiuaiaenseduleduarnsldiudumesiis
(Website and Internet Security)
dfl oam WeviemsnwanuvasnsielugunsalfiliuftRau Endpoint Security)
A il o Wlgugn1suIMsIaNIMsinsiateyaansaume(Cryptography)
LAZNITUINITIANTTAUA (Key management)
dil o Weviemsldnarinninig (Cloud First Policy)
A il oo WlguienIuIsiansanudssiiuanutiuaiaenduansaume
(Information Security risk Management)
duil oo WlovigulouismsimuavifienuuRneuves RNy
(Role and responsibility)
@il o Wenisulsuiemsufiadefvuamshungvmeuazunadng
goansasiinuleuIAUTuAUADA B A TAUNATE L

(Compliance)
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paAUszneuvemloueMsImIANunIaenfEfua AL ATEIRIANT UazdILi
813 119RuLUsENaUMIEingUTEad S1eazBenuamnsgIu (Standard) wiannau U (Guideline)
LazduneuIsNIURTR (Procedure) lunsswausiunsaensfbssuuansaumatosesdns wieflas
yinlieadnsiiunsnislunissnwanuiiuasasndessuuasaumasglussfuivasads 1i8an
Anudevefeniseuiiuay duning yaains vesesdnisvirliarunsasuduauldegiatung
Uaenny

ulburenisdnldnussuvarsaumavesasdnisi saiduinsguduaudasnie
Tunsldnussuuasaumavesesdnig deniinauvesesinisuasmenumeuendsies fUR aeeis
LAS9ATA
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Aoy
ffigmildluuloviet ssnoude

- 24AN1T MBEN BIANITAAIN NTENTIUMAINEY

- AU 3sEAuge vanedle Usesunssunisauluiennenssunis

- fadutigyn mneds fildnnedenisaailassaiieanisuimsveseadnig

- fheasaume vnefs mhenuiliuimssnumaluladansauma Bidusnw Wamn
UFuUse Un3ene ssuumeuiimasiaziaIatiengluoans

- sutheheasauma nnefs fiisnndlufumsaumavesesdinig deunumuihiuayany
SuravauluduvaINsAmuUAUleuIgNINTEIU NSAIUANALANITIYIY SEuumalulad
ansaume

- nMs¥hwarusiunsaands vineis mednwimuiunsasnisdmiusruuimalulad
ANTAUVAYDIDIANTT

- 11A5§1U (Standard) ymneds vseiaguiteduldlunmsufoinsssafielildmuinguszacd
oLy

- 33UfUR (Procedure) ynefls Measduaiiveniunowiiude 1 Afeniunufod el
Indanasguildimunlinuinguszasd

- WUAUR (Guideline) visneds wwmelyiladadulilfun wakuzliuofanu el

aunsavssaitimneladedu
- Alg91u nanedia yaranlasusuyn (Authorized User) Tianunsaidnldain ums visegua
Snwssvunaluladansaunavedsnns neddvsuasmihnuegiuunum (Role) FeaaAnis
vuald fadl
®. JUT1I3 11889 H81UI8NITBIANITAAIN  TBIEBIUIENITOIANITNAINTLATUNBULNE WAy
I | Y | Y
Y38LaUIUNNTRIANINAINT AT ULD UMY
. AALATZUY (System Administrator) #un88e wilnaunlasuleumngandvsAuTeya Ll
! 1 e ¢
nihnfuRaveulunsauasnuszuukaATaY AN INasTENN SR UTINTY
\ASeUIEARNTIMDT LiEN13INN1TTIUTBYavRLATEYILABLNILADT
en. WUNIIU WN8E9 WHNIUTDIDIANTT
- Andvasdldanu vunedia anivald @nsiey wavdnsaulaniieitesiussuy ansauwmeves
MUY

- yiasunsuan vanei ssdnsvievthenunsuen fesdnmanaineygaliiansluns
Wi wagldanudeyaniie 9 vamiisnu wazsesuiaveulumssnwanuduresteys

- Yoyanauiiaaes nedis feya donu Aids yadds viodsdulaussnfteglusyuy
poufiunes Tuanmilssuuneuiamesenauszananals uarlisneausmiadeya
didnnsedindnunguunedegsnssudianvseiingd

- gsaumA (Information) vanefs Teifiaaseildandeyainiunsuszanana msdn
sudou Wideyatsenaegluguvesiaiay donnu sisenmnsmiin Tduseuudigldannsa
dlalgdne wavanunsahVldusslendlunisusms nsnswnu nsindula wasdu 9

- szuumauiawmas mneis gunsaivieyngunsalvesaeuiamoiiidennmsvihaudiseiu Tng
Iefinsimundds yadids viedadule wazuuamafiRedvigunsaivieyngunsalvinmiii
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Uszaanadoyalaednlulia
- 52UULA38%18 (Network System) mnedis szuuiianansaldlunisinsedoasvizenisdedoya
LATENTAUNATENINTZUUIALULADENTAUINAAS ) VBI0IANITIA 191 S2UU LAN S8UU
Intranet 53UV Internet tJusu
o. 52UU LAN Uazszuu Intranet wnefs szuuiaietnedidnvseindiieusessuy
poNfmosing 4 melumhsaidisneiu Wuededeiitigaussasdiionisinse doans
uandsudeyauazansaumaniglumipay

. STUU Internet vinefis svuuiedetiedidnnsedndfideusessuuiniotnoneufiamesiig |
YomthsnutfuAieedumesidniilan

szuumalulagasaund (Information Technology System) 1888 S¥UUUYOS

ey Idnemaluladasauma ssuuaeuiimes wasszuuesetisutislunisad

ansauwma Mvhsauasnsoianldusglevdlunismauny nsuims msaduayumsliuinig
MINAIL UAZAIUALNITARFBADENS FalaeAUsenay 1Wu SeUUABLTIADY SEUUATEUNY
TWsunsu Joya uavansauwme Wudu

1%
=

nunldaruszuumaluladansaumnd (Information System Workspace) isngils Wuil
wihevuengnliinsldnuszuumelulagansauma  Tnswiady

o. Wui191ull (General Working Area) naefia fiuniinsaasaneuiamesdiuynna

a s PN o 6V o
wazABNRIMBETNNNNUSZINRZIIN9Y
&

. wuﬁv‘hmwaa@'@um:w (System Administrator Area)

[ ]
~ =

o. NunfnnsgUunsalszuumaluladaisaumaniaszuuiaiatis (IT Equipment or Network
Area)
& degw A ¥ .

<. Wunlduszuunsadigliay (Wireless LAN Coverage Area)

Wrvasdaya vaneia glasuteugunaaingedudyuilisuinveudeyavesssuuau ng

Wivesdeyadudsuiinveudeyatiu 9 vieldsunansenulaensendeyamaitiuingymie

funiwd et Toya sruuteya wavdunindiumealuladansaumeuaznisdeans ves
iYelINglY

aavneBiannsafing (E-mail) vaneds szuuiiyaraldlunissu-dsdamnusswinsiulaeniu

= a I3 A = | = o v a1 g VY o i a
\AesnaNiIneswaziATeY e Telieiu Joyanidadulaviaiisnys ameey aiwnsmiin
Aeaeulm wazides lnegdsanunsadainansiudaiSuauiemvizonatsau unsguildly
mssu-dedeyauiiad lown SMTP POPa way IMAP \Jusiu

svanIY (Password) 1131884 fonuwsvsesnvsensesiay Alnduasasdlslunisnsiaasy

gudusiynana lieauAuNiiayakarsruLTayalun1sshwanuiunsUasnievesdaya
wazszuuwmAlulagansaume

yaddlinalseasd vianeds gaadeninailvineuiiunes visessuuaeu e TaYAAIE
au fiapnudeme gnvinany gnunluiudsunlawmseiiudy datesseufunnulingema
uualy

n1sdfisnsanluauMslguaITauma vanedis N13ouyIn miﬁmumﬁm% PI9NNSUDU

BWUWQIWBTL“UQ’]U Lsmmmaimmtmasma Mi@i“UU’ﬁ’]'ﬁﬁuLV]ﬁ‘V]Q‘V]NE]LaﬂVIEE]UﬂaLLﬁ‘”VIN
ATHUNTN i’JlWNﬂ’]i@‘UiUW]L‘UU'NHME"I"M?UU@@&QWEJU@?] Wﬁ@mﬁ]uaﬁﬁ]ﬂﬁﬁu&m@ﬂ{]‘U@LﬂEJ'Jﬂ‘Uﬂ'ﬁ
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i Tneveuentinie

- aAnusiunsUaaafaduasEumA neds N3i5sliTsanudy (Confidentiality) Anugndes
ASUEIU (Integrity) wazan wnenldeu (Availability) suaqmiaummwﬁmmauﬁaﬁu Toun
ANNYNABILTAI (Authenticity) AIuTURA (Accountability) NMIvuUfiasausuiie (Non-
Repudiation) wazANLdete (Reliability)

- wan1saifunusiuasuasads e nsdfissymainmnnisal anmuesuinig vie
iwseveiuandliifiueuiullftesfon s fuuloueiumiuiuniasafeviennnins
deafuiiduman miemgnsaisuliienasliiteaferdesiumnusiunsasade

- anumsalfuanuiuncasadeiilificalszasdvialsiataniada vinefls antunisal fu
autunsUaeaseiilifisUszasdudelidensnn@n (Unwanted or Unexpected) Ssenaviili
STULYRIRIANIgNYNINYEElanA wazAausiunsUaenfugnAnAy
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dufl
Wlguen1sUIMsIANIInIngaudunalulagansauna
(IT Asset Management)
0. INUILENA
o tileliLuU TR U NmETuasasadsfuasaumadmiunsUImMsIanIningay
AumnAluladansaumnAvedeIAnITnaIn
o ifledostuninddudumaluladarsaumavesesdnsuazimunseduveanistesiufiu
walulagansaumnaog vz
o el FuRnvounazgidruAates liun fuinisszduge Juinig dauassuu ninau
vhosuiwesdeya yaramesueniiujiRnulituesdnismann wazyananeuenildiueygali
nfsarldnuasaumavetesdnisnatn Sunsuiazyitanadle s ftiemnleusuay
wUFTRlUMSnanuiuasUaeafusumsaumaegnTinia
©. YAULYA
NANILUY
an.WUIUHUR
.0 A MuTURnvaURBNNGUYDIRIANT
.0 muauLazrifuliinsfviuiinngdounindau Inoteyadidnifudes
Usznausedeyaiddulumsfumiiienisldanuluniends
0. MvuayaaInsiimifiguaruaunsifaunsndauasauma wazdiveid
SURPYRUNSNERUA WA TAUWIFREN LYY
oo Mnuangszidaulunisldaunindduasaumaliogrsdaau lnedaviudu
nansuaziinsUssmaliluesding
an.lo. N33NIIUYINSWIFUNTONLTEUNIWEIRU (Inventory of assets)
onlo.o N2TBUNSNIFU (Inventory of assets)
o AUTsdammingau fosdaviuasiungiounindaudenuimindau
Toya kartend1s (Information and Document Asset) n3ndausan A5 (Software Asset)
NINGAU gUnsal (Hardware Asset) NIndduauuinig (Service Asset) uazynains (People Asset)
derfudeya iowiudmsunniluinsegs Vssiliuanudsuazudnisdanisanudesdiiive
vindausgrumnzausudadunismiuauazinnissngaduresennnaie
b.AnsInimeileunsndduansauna wazimuai1vewsesSuinveau
nndauasauma wiewisuiuussayalinfuiagiiu Tnodmualidnsmumungsdouningau
ansaumsagatosliay o A% uaniflefinaudsuutas
a.NMFUUANGUNTNYINTVRITTUUNIONM TVIUlaglvAmuang U Yy
wagansvaIngultau
< dinszuumslunisdavananyvesmsingau ansaumAn L sERUTuA LAY
Formuanisnguing uagsgiuauddniifiessdng ediitelrannsadmueisnslunsdestu
Ipognamnzay
& Falvfinsdnvintnedenasnisdanisnindauasaumantunuany
fvunly Fosdalkiisnsdnviuazinnisthededmivinaarnienarstoyauazgunsalning
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®6

suamsaumafiisdesiunsuImssumaluladansaume mumauawaﬂuiﬂLL‘UUsuaﬂLaﬂmi fign
fnvhtunsdesdinmanuauuazinwaulasade sgramunzausousnsdufud nsdnvhiiede
msfiusner nsvidiu n1suandie audens viane wazivualussdeuuuRla wilnaudes
Uﬁﬁ’ammLﬁaslﬁﬁ’uhd’l%’auaié’%’umimwm wazsnw Aulasnsiy

5. umim‘wummumauﬂgummiamummauLLa“miammimamamsauMﬁ
Iﬂaimamﬂaaﬂﬂ‘uLmeamamﬂLﬂmmmﬁfﬂmvmwummawauamiaumﬂmammimmmmm@

o U321 UAINEBINNNLUIMINTIANTSAI A e SN Ay 15le
n3wdaull vse nindauiifinsasuudaciiddingy

2.0 U189 SN dFU (Ownership for Assets) AMMUAYAAANT D
mhenuiFuiiaveutoyauasninddu tmuedumeluladasaumeuayn1sdoavesosdnianain
RN

.ol msaqzugm“lﬂ%’m%’wéﬁu (Acceptable Use for Assets)

o.Myl unndaudugunsainesianesiined szuumelulad
asaumakazgUnsninsUszinanateyaiiiisatesienun Aesdnismarmdugfaniundu 3
Fgusrasdiiielvldlunisdifiunuresesdnisnaia nslieuszuunas gunsalsnen ilefagse
dusueygeliannsalildlureumaiisiianuaumzay Seasdodiisunuvdoduguassa
sensieumuvtihfinuiuiaveuvesniinu aasnsumenumeuenilaiunsiniidaeg
psfmInanvziesdiauiviinsoudoguniniroufinneiildueullildnu suisaendosgua
n$nenswariiiianulasade warasaugnies Tnsmnesmdsdeya uarsruvasaumATes
BIANITAATN

o flsudesiuiinveulunisldnuieioseufinmes uazgunsalsing o ves
09An1INa1n eevszdaseTs uarlinisunionatiouwdunindauveanudaviuniu Hinguszasd
deliliflunsiiiunuresasdnisnatn nislinussuuuay gunsalsneg

o wiinnupasnauhenuneuen ldfunisindlagssdnsnainazios
fausuiinousegunsninoufinmesitldueulililinu nufaondesquaninensmarilid
ANUUARAAY LaZAININNYNADY INEMINETINTTOYE UATTTUUANTAUVMAYDIDIANITNAIN FlTeu
fosfuiinverlunslinuiaiesnouiinmes uazgunsaling 4 vedeadnisnana eeeseinszis uazls
msunYeuaiiowdunsndduvesmuy

<l3osneufialnefuatng n3esneufiuneignine waziadesnouiiamnes
wAWIavIAYe8IAMInan fedldsunsundlesiesiariuresszuuuiRmanaiadefesniaidn
gy wagdeslasunisundesdnlud@lngsiariuwas Screen Saver #58%11n13 Log Off gunsal
nnafadeliildldan qunsaidusseznamils

¢ fldandesliiBeudoiniosnsuimesdiuivomuiissuuiietisves
peAnsman Saudedesldfndemenduasle 9 adwniosmeuiinnesvesesinisnain deuldsu
BUAINNAUIM SN UENTAUNAYSTORB1UIENITOIANTAAN

oipsesnouiame TN ilinsAudeyaduly desléfunisunteadioui
fuindosneufinneifilisuogaisluasdnisnain 919 nsfadegenduiitiostulda soduas
sy anewrd uagiinsuiuuss Security Patch agiaueian sailglfnuionihnisuntos gunsal
wazdayalu gunsaimuuuziiissylilu lenastuseunisufifan desnsld idosneufiomes
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Usgenn Wﬂwﬂumiﬂﬁﬁamuuaﬂamuﬁ (Mobile Computing and Communications)

o gUnsaineufinmesvatadnisnaindoshigniautas viefndegunsal
dadaile 9 douldsu sygnanguimesdunutiy q uay fuimsanutuasaonsuasaume
seuge uarpuaszuudedlloygalvlifnihfifedoniins faksensaivievensuasla 4 uu
IPesARLTNMBIUDIDIANTNANNBE1LARYIN

= msoyg el nuninsduduse i iicd Famdnaurinisinds

a a

vionounssendifazidindvansuussuuneufiunefuesesdnisnain sendwaiiunliluns
Ussinanauazdniiutoyaduriedeyadidyasesdnismain faft Wnanmastauiiulnewina
v3ofldsunsindoun Fedldsunsnmadey muau uay aulli ednaumnzaulneheudives
szuuvdedeya douthinfedilfnuuussuuimelulafansaunarososdnsnain

 spuuamsaummtameiignidaulnedlfnuill fesdionarsatuayunis
Tuegrafivme Welvfldnumlvesesdnisnatn fanudilauazannsaldnussuvasaumne
5]

oo MeTovoiug vieszuvasaumaiignindiluinissnonfinmneivos
dldnudedddsunisdavinduenans uagldsuniseuiflaeduinisseduguasaisnumalulad
ansauma wieliiulad sendnimaiiavansgniosnsudou wasldsunsataiiongUszasdly
svheTuTetessnIsIaa

mlo.n A15IANISNSWIFU (Handling of Asset)

o doyaduiedhignameiugau Fuusiinusndulunisufofouminiy
ftnudewmszminfenisinundeyaiigniiuliluedesaeufiamesvesiifom nsiamzegnaba in3eq
poufiameiifinisldnuiufuuinnimisauiuly deyadumaridedldsuns Untles Tasnns
dinsvia videlngBnsdulavesszuufiing videsruumsaumaogaumngay

o fldnuamaniuinvienarsdunazdetuiindeyaiifideyadulugiianunsa
Undealdilelulldlionu Tnsiameegsduiloagusnianiinig vieidesdositaenarsiedetiu 1Hlay
liegfilAzyiau deyadudesgniiveenaingunsaiuszunanasia 9 wWu a3esfiuriadedlnsans
\P3esEne Lonans “am Taeviud

m winudadliilamedeyadudeyarameusnsniulunsdiimadamedy
asaungulaedannainislilUnmedeya

e wiinnudadlinanevieliiutoyaduvosesdnmanasluiufiansisue
g 99 $1uenmns man Aetudindeyauar gunsaireufiamesnanisng q (Fu Insdwsislede
JPDA,USB-Drive, CD-Rom Liudy) fififeyaduvasesdnisnan Tuiinegiesléfunsguasnuiuay
Tdnueenesednse e

a.o.e NMIAUNTNIFY (Return on Assets)

1% '
£Y =

. Fauanimannsinudesfunindduimuadufeidesiu
szuUU AoNfined TaTennua Tnsuszddaninay reufmoiuay gunsnideras dile uas
lnansing 9 Tunglsdudyunouiugayhovesnisindnseu lasujtanuisuioinu Geanis
d9PUNINGAY (Return of assets)

a.o.¢. N15U1593n¥19Unsal (equipment maintenance)
o.Muualiiinistgednuigunsainuseuszeznarfiuuzihlnegudn vie
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om

fualiinisthgasnwgunsaiesnstionTay o s

o UfTRMuMuuzilunsthgesnwgunsalmudiguanuusii

cn.‘::]'ﬂLﬁuﬁuﬁﬂﬁﬁ]ﬂiimﬂ’]iuo’]'a:ﬂ%ﬂw']qﬂﬂiﬂjﬁ”m%JUﬂﬂﬂﬁU%ﬂ’ﬁnﬂﬂ%’jﬂ
n3aeUnIeYsEliulunevas

< dfutuiintgmuagdounnsosesgunsaliiiny leltlunsussifiuuas
UFuussaunsalfana

& .MuauLazasndesguani s uRnuvesliuinisaisusniiuiing s
Ussnwaunsalnielumiieau

o w

o dalviin1seydRdnsniswdsgunsalnideyadidny TnegSudndliuinig

U o
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o Fo3dn1smIMuALIRTNITLaTNITATENNIIA1S 9 AT ndudou Fasaubenis
wisumslostunanmenimdmivanuiifiazeygimmsujtrnuuesildanmuanszering deufiaz
ounn WhFuufoRnuanszeslna

o Fesfinsimununsmsfiianusiunasafdmivszuudeasdoyaszning
aonufifiezdnsufviauainszeslnawazszuuaudig 4 anelusadnis neuilazeyg aliidy
U anszeglng

o fioafmunsasnIssnwmuiunsasnfonisenmdmsuanuifiaziing
UftRnuveslinuainszeglng @ssmdsdn enans driinou uazdandeuniouen) ledestums
lusgunsaimaiietoyalnelailisueyanm uazmadeusonnszerlng lnogliszasdfiile
NP UUNUTDIBIANG

< #osfmualifuitanuainseerlnalieygyalinseuniimioiiouvesnuiings
sruumelulaBansaumavesesdnsluaniuidsnan

¢ Aosfinsimunuinsnisarugudmivnisldiedetisanditiuiedfsszuy
waluladansaunArasedinng

o #esiinsnsaaouitgunsalililuvesdrusdddluninddeszvuasaumaves
psrmsnszeylnaiimstesiuhiauarmslinulwiioadamiiesdmsdesns

o fosnsdawisnaunsalidmsunisuuiauainszeslna msdaiudeya way
gunsaldeansilfuduisRnuansesina

= psAmsldeyaal IWnugunsaliiduresdiuimifioidrfessuvansaumna ves
asAmInsverlng aunsaldananiliegnmeldnmseuausegualagasinis

= psrmsfosimusnsiavesnuiioygnuarlieyglivhdmsunsufoaauain
seorlnatalusnisviauluanuiidangn sumnuduvesdeyaiioygnlildeonld wassruuau way
U3N13614 1 veseadm oy alidndddanszesina

o0 B¥FMIFs MU TuRsuUfT R MSUNMIves T RLas senAnMIUfTRNUIN
szezlnanisivuaniousuusadnsmadhfessuuau wagnisaugunsnifildaudlefimssniannis
UjuReu

.o o Sunoul fiRdmunsdgsuuiiiianutiuasuasnde (Secure log-on
Procedure) fuuanszuaunislunsdrdszuulviianuiuaslasnds dAvualissuudfuas
mslus Nl ruRuisiahuianainiu ¢ ads

m.olen. FTUVUITMNTINNITINANIU (Password Management System)

o.MmualiiszuunTIvaauAuAINYDITTANULAY JT8N15AIUANUALA
Anussuudsusiaiiunn «o fu
o Jsruuuimnsdanssiainuiamsovianudsldney (Interactive) n3odl
nsvhaludnuneselui® fadedenstnussiariuiiauam Weldsidumsfndsszuuud
snidnderlinuriondsusiaiuvemndedlfnuildgnsnualiGuduiiimdontunsiafsszuy
Lngviud
on.er.@. N3 lUsUNINEIIAUsElEwU (Use of Privileged Utility Programs)
o.M3lUsuNTHDTINUTEloviTionazidanInsnIsAusiunsUaen Ao e
JEUUABlinITveeyliRaIniInnaIsu uay fedlasunisnsiaasuaindiemelulagarsauma

ulsurguazuufinlumsineanuiuasUasadeduasaumnd Uszanl eeow



Mno)

Aosin1sdnAnkarAIuANN1TLTeEelnatn
o.fostmualidnismuaunislilusunsugidndmivssuy edesiu
madddlaeditldlfzueyann laun
- nauldeavinisiigasnuneu

v
aaa

- M skenlusun sy AaRoeNIINTUTLNTUTFUUII
- 1iansldaulusunsugantiamegnlasuneuninguaiviitu

¥
aad

- GufinswaziBoanisnldeulusunsugian wu gldnuszuu usu
a vt dnedeluswnsuessausslonifiougalildauldvintu

q @

[

<. Srinansnisidnds wagfrundnsesnedanaluniseynyelildlusunsy
assnUsyluvu

. milfaulusunsuessausslowd axdosléfuaungalildnumuanily
nslfnutmualiudlasarldsueygelildaulusunsuessausslonidunensily

o. dafulusunsuessavsglenililudenouen dlideddnudulszd

o, fimafutuiinnisdenldnulsunsumand

. fvualitinsneaneulusunsuessaUsslonidlisndueenainszuy

«. gldnudedddaulusunsuessausslevinesdanisilavans iullvgldau

(%
U =)

vinsinsadelinulusunsuessauselevidulailifidedng mindnnsnsreaeunuaruiingu
avifindvav’ foindunruiindiuyana flénuazdesiuiinvounsiiiosifie:

.. &€.N13AUANNITITswesalAnd1mTusEUU (Access Control to Program
Source Code)

o fmunITUVATAUmNARIUANNISIENAY Source Code va3szUUTHLaTe
w3oliu3nis Tnglaifvu Source Code Tlutadasiildaruaianazdoaiu Source Code 13luiid
Uaensie waglifiu Source Code floglluszniteinsmnaasusanilifiu Source Code Aldfaulsiaz
1P

an.el. oIV URNI s YAz Budumnuesldau (User Identification and

Authentication)

Foatmualiiiglday wasdenlddunoumanalislunmsususnuiivansa
diesessunmsndndraindugldnuiszyie Tnefluunuin dd

o fldnusesiidedldnu uarswariiu dmurinisigadinunnaaiould
SLUUATAUNA LwaﬁaaﬂuﬁlmmawﬁLﬁuﬂm’lmwwa’liaumm MNMITEYLazBuduinuvedldull
Ugyn vizoLin mmmwmmﬂﬂmmwﬂm@LLaiuwmmsLLﬁ’lﬁu

o fdnuiduivesdy@gléuing (Account) deaduifuinveulunasiig 4
Suaziintu :nmsliTydglauing (Account) weanasreuiaimosuazsruuiaietns Luudaz
figatd W madeveiuinannanssresdu

o Jldnusennuinudaddlduinis (Account) Miiluaruduuasinudame
soyanady vhaleu Swmie viednouanligdu nelildsueygnainddsfudam

& gldaunesasduiindi (Login) laglddayd lduTnis (Account) Ya3nuLag
wazinsastufinesn (Logout) inads ileduaanisldanunienganisldamdaasm

& winayaelilddodlianu uagsiariusimiu destuagiuausiiy
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mle

MePUgINIMIBUIMATA
an.o0. U URNILALaT g usTUUASAUWA (Session Time-out)

o Fosimuansldnuszuuasaumaiioinaiuanmsldnudunailidu
wo 1w Mmnuszuuiiamnudsmienrmddnge Wimueszeznaiginisldnussuudoinaiu
nmislfoiliduamdodunalii eo i sweumingay Wetestunisidhdstoyadidny
Inglailasuaygym

o Slifimsldnuszoy donhmssndnnslilusunsudszenduaznsidonsio
Wngsyuulagdnlugia

o LAspsaenainsegluiiuiififiaudssgedesdinmafinunszezinalii
mMsUnededlansalui® vasnilifinsldnudussoznamuiimue

. NM3AUANNIsIHUIATRIRBNRMBSEIUYARALAZIATEIABLTALABSLUUNAW
\n3asRBuRIMBSdIUYARA
o IA30sRBNTiIMDsTnsAnIma1n Snulideidudunsndveasdnisnain {ldau

a

mslinuegramnzaufunsinuiiensuausiionisiavesesinisnain egrsfiussansnin
woanduIiiAndiuuAiosneufitmedvosesdnisnain desdavind
ogagniesmungvne shagldrudnasnseniduiiingg saniinsiiluliBulinulnefiangrne
wazlounelildufndulfeuamdoutluseniusluniosmonfunevesosdnisman
o fldsudosmsnasvhiannvednidesiuhiaiidedeldnounislinuie
YUANNANIAIE
& Jldnudessuiinreulun1steaiun1sgumie uarauaymIeveIneuiines
uavgUnsalfieadnismaindnnilii
¢ ¥rudldldaruvniswasuuvamioudlvdiudsenevdes
(sub component) fiindsognieluiriasnoufinnesvetasdniamnain sanfuunnoiveaaios
ADUNANBTHUUNAN
5 insnoufnoifiesdnseyylililinudunindauresesding dafu {14
Foddmuniesneniinnesedisiiusyavinmilonuvenadnig
o Waunsufildgninsaasuuiniesnoufinnesvesesdnig foudulusunsui
oadmsldteavavsinesnagniosnungvine ey iudlddnaenTusunsusing q wazdilufasuy
wesmenfiamesdrus vieudly viethluliBulinulnefinnguane
= Tioywligldvhnsindanazuiluddsuudaddusunsuluniosnoufinmes
AIUUARAYDIDIANTS
* NIRsTaIAiatnaufinmed (Computer name) d1uynana agfosiiuualag
dthilvesesdniswinby
a0 MalAdeuiny vizeduaiesnonfinnesdiuyanansiadenaziosiuiunisiag
i fivesheansaumesiiiy
oo naunsiiudetuiinnnnising q fesinisasivaeuiiionhyalaelusunsy
Uosfiu hia
ol lsiifvteyadinesesinslivuaiesneniinmesduyanaiivinldauet
o liia1a Short-cut n3otjunmad1Buy Desktop MTeusioluistayadfnvos
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enen

B3ANS
o< JiiTvthiluazfuiiaveuiensguasnuianuUasafovesaiosneuiinmes
TneufcRsiol
o e mvieiniesueginduinainiesneuines
o insdewsimanlilndwihasiniesneufiinesvide Disk Drive
wuaujianisdrsesdayauaznisiau
o {léfossuRnveulunisdsesteyaainiaiosnsufiameslivudetuiindu « wu
CD DVD External Hard Disk Liusiu
o JléanthiAusnudedeyadises Backup Media) iluanudiiianzay laides
sonsilnavestoyanaznaaeumsifuteyaiidsodliogsainane
o fl¥asuszidunmuidesindoyadiAulivy Hard Disk ldasazifudeyaddy
Aendosfiu M3y ms1zn Hard Disk el Alsinsgnudenssiiiunisvesosdnig
< windedisesdeyarine 4 MAudeyalivzfenimaneaeunisifusgisasinay
¢ windedsesdeyanlilinuudy mahaelilannsahluldaulssn
.0 N13AUANNITIHNUTTUVIRMINEBLENNTaling
dmiugguaszuy
o AmuaansauaumInzauiunisliuinisuagniiiauiuiinveues
ARy
o fuaduedifisodliildnuldsaiuianaaldlifiu ¢ afs
o numuAvsmadldnuuasufulsdndnededlfnuettestar o ast vie
Tutufidlofiniaasuudas Hud aeendsusiundeudnevioduganisig
& ATUANNITHNTININLUINIINITUTIITIANITITvR e ld U (user access
management) 7ildituualiaguasensn
dmiugldau
¢ amzifouveldan Tnonsendrweirldenu uddusuminauiie Audunis
fvunansluddnedodldnumelmivarsimiu (Password)
o Wisldsusededlfnuuazsiariiu (Password) udr n1sdgszuuluads usndu
Foadsusarulneviu
o doshiduiiniodafusiainluiiesnesiamosdmyanalusuuuud laildsy
nsUeaiunsenmsidnsiiadeya
& FoaUABusian (Password) AuTIaTEEERATIFMUA Y0 o Loy
« #ioslaflifioganvunedidnnseding (e-mail address) vofdu Lilaguvde $u-
dsfonnu snuusdazldiunisBusenainiinvesiiegaanunedidnnseing uagliieiniives
mueBidnnselinddeutudsuiinveusensidaussuvaamuedidnvsetindvoswmu
oo nEsnldusruvaanutedidnnsedndiaiadu fldauden
nsastiuiinesn (Logout) nnass ietlesfuyaradudlisuaannedidnnsodnd (e-mail) vos
plha}
oo Tunsdiifesnisdsdoyaiiduanududesszynuddyaduideanning
Siannsetind wiouruvinnisdnsia (Encryption)

ulsurguazuufinlumsineanuiuasUasadeduasaumnd Uszanl eeow



ona

oo Foufuinuvidydsedefld (User account) wazswaru (Password) v
mupsliduanudu

o UfTRIIASNSTHusiasinu (Password use) Tildivualfagnansanin

o flHlinrskadnislilsunsudredrsianiudiuyanadnluif@ (Save
Password) U845z UUIAMNIeBanselind

o flimsinsasusiaiiuegiunssndn Wy msiAsusaun « - o
Aoy

oo FlimsszdaszidunslianmnedidnnsedndiielilfiAnanudemose
09AnTvidonsiindvans ademnunimasedau vieinnguane wieazidafasssy uarliuainn
Usglomivdoaygnligdunmanalseloviludagsionnmslidasmnedidnnsedng suszuu
LATOYNYBIBIANTT

oo Fovm A lsimsldToganmneBidnnsedind (E-mail Address) vesgBuLile
87U §u-de anueniiuedaglasunsBusenanidivesiduagiifiodindwessanuneg Bianvseind
JugsuRaveusensldaung o lusannedidnnsetindvesnu

o flinslifieganvunedidnnseiindvesesdnis ensyieuvedesdnig
Wity

o n¥snNskuszUUARmneBiinvselindiatadu msvinig Logout aan
mnsrunaduiietestuynradudlinuannnedidnmseting

wo KliArsvinisnsiaaeuienalsuuuInannunedidnnseiindnewinnisda
iievinmansaaasulndlaglilusunsudesiuliia WunstestulunaiUalndfidu Executable File
U .exe .com tHudu

v {llilavsodunnnedidnmsedindviedemnuiilasuangdediltin

ol Flalimslitenmiliann viesu-deasmunedidnnsodndnlsivanzan
Yoyaduoravilndsdodosvedosdnis vilMAnANUANLENTENI1903ANTHIUNIIAMINE
B

U
< a

dnnsetind

om Tunsdiffesnisdsdoyaiidumiudu limsszyanudfgvesteyaadly
Wdeanmnediannsedind

be {liRrsnTraeugiivaanunedidnnsefindvenuowniu uazaisdaiu
wiluteya uazansnedidnnselindveswnulivaeduaulesiian

o¢ {ldmsavaavanedidnnsedndilsifosnisesnanszuuiiioanuunaunis
ilofissuvanmnedidnmsoiing

oo 185371 flElinsleudrenvanedidnnsedindfiarlisnsdsnionds
wduntesneufinmeivasnu wedunistostuddunousuaamuneld dafuliesinfutoyanie
anmnedidnnseindilailaliudlilugasmnedidnnsedng

a.00 N3ATUANMIIEIUsTULBUWRSN (Internet)
o Flinudeudouseinissneniiamosifionindilduszuudumesiin

(Intemet) Huszuuinumanulasadefimissnudnassivihiusasiuglfnuiniadeudenies
Aeufialnes uveamsdusniundindmauanimdndunazyinnisvesyyinainguimse

asauAuaIudnwaloN®s NEUNISALTIUNIT
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one

b Alfnuisutifuraeyanudnsnliasuauninuasaiusuinveuive
Usgdns nmvesszuuAIeTignarAUanien1ateyavetesnninain wazeddildssuy

[

Bumesilnvatasinisnain ievmuszlesiludandivddunsdiuyanauazyinnsdigivledily

& [y 1 &

Y & s 1 o < o & Y - ]
winzaulawn Auleandasefasssuivlgdniiilienidueiansenunseiiieunsaidudieioninuduns
AoyAmauInssInIngmse niovludnlududedinunioaziindvsvesdunsetoyaionans
Audemelvituesdnisnain

o

o vl uamedeyadAgiiduniuduifnfunuesesdnisnain 18
Lildiuszma sghadumeanisinuszuudumesiin

& Jinudesszdasyiinisaniiivangerisnnssuudumesiiasiniinisn i
Tvian N138wan (Update) gorlisessoadululngldaviindednivioduningmadaan

& nskfnunszauaunudidnvseiind (Web board) flinudedlsiiUametoys
fddnuanlumuduvetesdnisnan

5 M3ldnunsyauaunudidnnsetind (Web board) glfudesliiauoniu
Aniu n3elideniuiidrgliiefagyilfiinanudendesedeidosuoseadnsnisvinate
ANNAUNUSUYARAINTUBINUIEY

o wsanlduszuvdumefidaaiud liildauhnstaduiuswesiie
dostunaildanulneyanadus

a.00 NMIAUANNNTIENUATEYIREIRNBaUlAY (Social network)

o ounlltnuedetiedsauesulatfluguuuunazdnuagnuiiesdnisnann
Iismual iy

o fldsnilinuedoinsdauesulatifesianunszminGesanuiunsasnsy
oglavsuazfosiuiaveumniinnnuidemelagidnansenuivesdnsanmslianuiniedisdanm
soulall

o MnAndymannisideuaieriedaueeulatifionainansenuiu esdnis
e flinudesudsiodemaluladansaumalneigaifiofidunismuanumsngay
a.ol N13AUANNISIINTTUSTUUINANBUEN

o NMIgsruunszeglng (remote access) d5¥UUATAUWALAZIATEYILADY
finsimuanasinuanulaenfefiiutunmnesgiunisdigssuunely

b M3gszuuaInszezlng (remote access) Aosiinisnsiaaey Lilefigails
AULDIVDIKITI W SiaN viseTsnsunea Wudu

o 35n75laq Aawfianunsatgszuuansaumaaziedetigldainsyesinades
l#§uniseyfdanniimiidisarsauma viegquaszuuiildiuneunuie waziinisaiuna
againnnnaudnlduazgltnudesliinudeiunvesnsingseuuansaumnaeg1uasInse

< neuvinsiianslunisdngszuvainseeslng glinudewanindngiusey
wiara vsoanudndulunisauiunudiunhenuediaiismeazdeslasusydfainimiidiey
asaumaviegguaszuuiildsunoumneiduaednualsnys

& finsaununesn (Port) Mtlunaidirgszuuegisianu mathgszuulaenis
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Tnsdnsidundu dospuanazdanislasdguassuvuasisnmanyudndedldiuniseusfosnsgnios
LaHEANLE YNy
o nmseyywlilinudndssuuanszerlng doseguuiiuguvesanudndy
windu wazliaisUn port way modem 7197 wo BTaelisndy deaniedendiinasia
madeudeidolildldruuds warasdalililfiaidiofinsfemetisndumiiy
o Srysazduuinuvelteu (User identification and authentication) #e4
rualigldnuidoyaaninazas faunsoszyimuvesdliou uandenlituneunianaiely
msBudusauiivmngaufiosesiunisnandeidullinuiiseyds Taefuuufoadd
o) fldnusioaifedldam (username) uazsiariy (password) dniuidnld
NUTTUUANTAUNA
©) mﬂauﬁyﬂﬂﬂ%’%aﬁﬂﬁmu (username) AN (password) SaUAU AD9
Juogfunnusidunsiugsianiedumaia
mem in13a2uunisTddatuiindeyauuunnnt (Removable media) Nty

ANUTUYRITRYA fiail

& 1fin131d19%a (Encryption) deyauudetiuiindoyauuunnninmszdudy
ANUAU

b.AvaoudeTufindeyanuuwnm lifllusunsulaifiaszasd (Malware) Aoudi
wHensefuszuUnoNIAes
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g &
UlgUIENITINEIAITUAMULUAIUABAN NINIEATNHALENTNLINA DY

(Physical and environmental security)

0. INUILENA
doifunasgiulunsinmanuiuasasadenisnion miliieafuanuiidaduiifs uasiuild
suvesszuumaluladansauma naenaugUnsalronfiumes deyauaransaumataiu nindauves
93AN15AATA waziiledesiunisgyvie anmdenie nsvlue uiennzdudunsedeninddu
ansaumnakay Jestummenveinden1saiiunuresesrinisnain
©. YBULYA
NANILUY
a.uwUURANS
o.0.M5UANURSUAUaBAAY (Physical Security Perimeter)
o.51uun warimueiuilunsidnussuumaluladansaumesing o sgrumnzan o
WUsEasAlumiisySs muay wazsnwimnuiuasUasadsanddlilasu sygin saviatlasiu
Arademedu 4 foraiatuld Welimstmuaiiufindliimsaiuay nisidheen
. uun Avua wazutsuiom Aufilfeussuumaluladarsaume (Information
System Workspaces)” 5aumadnvinunuisuansiiwnds wazedavesiuiildau ssvumalulad
arsaumna way Ussnalimsiuiafu misauesssylvidanuindiuilden ssuumalulad
arsaumalszinvladie uagiifuiilfaussuumalulafarsaumalafiorasiuun 1Hunni o
Usztan)
. msfndsgunsaissuumalulafarsaumndly “duilfnuszuumaluladansauma”
dins aenndesfunuiavyuazauddgvesioyavioasaumaniiogluszuy dhoarsauma/

ey

AuaszuufssguasnwanmwIndedluninuaiiouguatiiuveny
en.lm.n'ﬁﬂ'mﬂm'm%"laan (Physical Entry Controls)
o.mmuanniesnty vina “Auiilfeussuumaluladansauna” Tl

oonliang “ninaudill Fvdviiy waeiuumsios fad

@) fosdmuantineu Afldnsiudiesn wazdrsnaiifiavslunsitudieanly
witag“Nuilfnussuumalulafansauna” ogadnan

) nifnau agldFuavlidneenanuivhouldiansuinuiuiifignimuaiiold
Tunsvienuintu

m) wnilyaraduladildlindnauiiléfvoyg e vedfuilaedlfueansluniad
fufituliidu masmiimhenufemmadeumamauasaus iy feufiaveygn vislieyg e
Tiiyaradniud iunsdanm dosinistuiindeyanisdreontiosneufiamesutae (Data Center)
voayARAnIEuanYNASY niausdaiutiufindinanlegneties o T

o w

@ yaranguandesitnsasnulunthvesnuneulssusygymliinfeiundinau
&) winauesrnisnan dedliilnUseadrinaunl? vieuseslviunaadusiany
dnngly Wi dridnaulaevnua Huusyaradutuaunsatansinsuszdvisetnsduifasela

d' [ L Y o & aAo o & A o [ d' M Yo
WatdunrsUesnuniswifesnundnineu LLaSWUWQQU@MW’JWNQJMQQUGE]@JWEJI@EJQF’W’]&V]I&JI@?U
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ones

QIYhTgTY
o) flfudeadaninnusnunnulasadeviui Wenuifuyanauvaniudan
Anselufiufiantdneu
@) WinuesAnITIaInNATAanIY AUANgLa wazliduuzigidnderuny
paennaTEinAndetusglufiufidinay
a.a.N155n¥1ANTuAUaaadBd1TNY KU wazin3asiiasig 9 (Securing
Offices, Rooms and Facilities)

o iTesrauinmeiviosruuiifanuddygs hussegluuinuitnisiudi-eenves
yarardudiuruunn lfithe wie dydnwal fvsvenfenisiissuuddgegaisluanuifangn
Uszq nindsvasdningy wiewewasldnyuaiaue Wolifauey dosiuaiasnsansudondos
felenansuenesninanUInuiFestinsiwmuiunasade Wiy

b WiNNUMIRTIIERUALLuAtUAsA BT suvhaureI Ul ST mn Tundaan
o dieldhiladdion flenans Guth wargunsalin q WWsunslinden egramnyay wagnmuagn
fushwlbiegauaende

mdoua detiufin Yan uargunsaifidaiiudeyadudodhignivliindisuulfizsiany
Tuiesuszyy viseluditlillddonnaualaeiinin

< doya Fotiufin Yan wargunsaifidaiutoyadusiodignisadudeeslnglilésuns
yhane agnamngan A3nsviiatedeya dotuiin Yaq uargunsaimailasufiRniuenansis
Ut Feamsvihanedetufindeyauasdeyavudetuiindoya (Disposal of Media Procedure)

¢ winnudeslidusenlilavinisindeudiirdesneufiumeivisdetiuiinteyasen
Mnituivhawesmulaednnn dustyaeadiuduntnoudldsueygeliduiuns uandums
sidunsiifdndiegnegniasresmeanuiiiy

m.cf.m'si'lmﬁ'uﬁ'ﬂqnmumnmﬂuanLLazalaLL'ma"auﬁ'u 9 (Protecting against External
and Environmental Threats) tiioUszlowilunisinuiaulasndoaniuiifaduagifiuing,
ningausuasaunadednliiinisUesiudeduanausig o loun dadde anuldasuvestiudies
wiompurdy 1 Maidaanuuudiazsssund wieuislimadeuszuuinwauasnfoniely
ottioslos o A
m.&.msufoRmuluiuiisiuasuaanis (Working in Secure Areas)
o FmtvIwsasiieny fealin1snivaunsuiRnuvesmmhenuneuentuuim

¥ '
=) I

¥ oo 1 v 1 A aa a & < v ! v =
wunauau taud n1slieugynlvdienmviedaleluuTiaiu Wudu miienudedidigsenie
ToAu “duineulasueunyn” “duaeninvsedfile” uar “vugu yvs” ushnangluiiug
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mamqmﬁ%wmmaﬁwm JeUUaNTaUWA (development lifecycle)
oo AATUAIUABASEEI9SUNTEUIUNISTUAITWAILITEUY (Security in
Development and Support Processes)
alo.o Ulavienmsiaunszuuliianuiuasasase(Secure development policy)
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Control Procedures)
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Software Packages) ilofinslinuwensinsdnsagudesdinismuqunisiasuuiansiniisniu uas
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(IT incident and problem management)
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AIUANMBINATANT f1e 9 oA MInsaaeugindavesdlfaunsuduensiuuniifivelda
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o) FaeluInsNTIuNITNsENANUNSaud T UIMANIsalauANUUaen el ues
(Preparing for a Cyber security Incident)

b) fealuInsNIThuNITIavaNasamgNITalfIuAIINUaRAdNITleiues
(responding to cyber security incident)

o) Aeslinshnmuaniunsaliiuaulasnsenslsiues (Following up the cyber
security incident)
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(IT Contingency Plan)
0. INUILENA
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a.en NIIAVINUAUANAABLLBIYBITIAR 130 Business Continuity Plan (BCP)
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(Malicious Software Prevention)
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(Website and Internet Security)
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(Endpoint Security)
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ulgu1eNIsuTMsIANIINsInsiadayassaume (Cryptography)
KALNITUINITIANINYUA (Key management)
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~ v a v A ' a v a X ' e
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Hosturieussmanudemeiioafstusnivindauvesesdnismanniedliuinis(Geo)

<. Toyavidouitudeyaiiivlilumhoanuiweardosnoufiune sitneiaiiouiiosinisnain
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(Information Security risk Management)
0. InUILEA
WelitinsnageunazUsuidiumnudswuansaunaiaz Jestunazansssuanudssiionnas
Aatufuansaume
0. VBULUA
VANUIEY
oUW UANNS
0n.o. miﬂi:l,ﬁum'mt?iae (Risk Assessment)
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(Role and responsibility)
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o) Miuguan1sufuRnuvesuiianuluseaulids
b) MivguanssnvanuUasaievesszuumaluladansaume
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®) NMUUAUYYIBYD (User account) agsnean1u (Password) UB3ad113u
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ob) guasnwuasliuugelydnededldnuligndewazluiegiuegiaus
Inglienidndnsveadldauviuiimivaninannsdudldou

em) NMNUANENEATRALIANNDUTUIFINTTTNYIAIUTUAaBAfEA Y
anvauwma ogiloslay o AT

o) AM19189UNTWIDMAENSITUTTUUWAlUladaTauma way
WnauesegUsrudyyivensiuvsaiveiansandinisineatunisunly msusulse Useansamuag
nsliusnissely

o&) FIFYYIUUIRNITDIATRIABLNIADS SruuAluladalsawnalings
U 1AINIATFIUAINAIINLATOIABUNADTUNYIENTAUINITTEUNIAININTINTENTIRTTALN D
imsugiakavdspuivualy

v YV ¥ ! d' a ] %4 IS 5 d‘

©b) INFDULNUATNAMNABDLUDINNGINY (BCP-IT) 8819U8UAY © AT LND

wissunToulunsalifinivganidu
o a o [y & ' 1% .
o) NMIALTUNMTEIMIUTEUUIATaTBLUULSaY (wireless LAN)

ulsurguazuufinlumsineanuiuasUasadeduasaumnd Uszanl eeow



xR
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Access)
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